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Introduction
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During previous Dispute Resolution Commission’s mediator certification renewal periods, some  

mediators received fraudulent emails. The emails were sent by individuals or groups seeking to obtain  

mediator credit card or other financial information. The Commission wants to keep your information  

private and secure.

This presentation will provide users with the information and tools needed to safely communicate  

using email.

We will be looking at two tactics that malicious individuals use to obtain your personal information:

Phishing and Pharming.



What is Phishing?
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 Sending fake emails to fool users into taking an action, such as clicking on a link or opening  

an attachment, in order to complete a malicious action.

 Why do malicious users phish?

 Steal usernames and passwords

 Receive payment under false pretenses

 Access other business/personal information without permission

 Infect an organization’s technology assets or an individual user’s computer with

malware



What is pharming?
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 A common approach is a fake email or website made to look like a known, legitimate site  

to get users to attempt to log in. Once users do this their username and password are  

stored by hacker(s).

 Why pharm?

 Sell usernames and passwords for identity theft of others

 Make fraudulent purchases

 Gain unauthorized access to email, banking, and other services



Identifying phishing emails

 There are ways to identify phishing  
emails. These include:

 Checking the email address of the  
sender

 Paying attention to the website  
addresses of any links

 Looking for poor grammar and
misspellings

 The next three slides will provide specific
examples of fraudulent emails.
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Sample 1 The sender’s email  
address is non-
Judicial AND non-
US (.pl domain is  
for Poland)

The phone  
number  
provided is not  
a US number

“All the best”  
is not a  
greeting for  
an email.

The link  
provided has a
.nl domain  
instead of .com  
or .org. This is a  
foreign website  
(most likely for  
the  
Netherlands).
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Sample 2 The sender is a  
non-Judicial  
Branch email  
address

On the original  
email, if you  
hover over this  
link, it will  
show it is an  
external  
website

Creates a  
sense of  
urgency to  
take action
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Sample 3
This is not an
official email
address

This is an  
external  
website. Do not  
click on  
suspicious links
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What to do after the attack

 If you become a victim of a phishing  
attack, follow these steps:

 Immediately change affected account  
passwords

 Watch for unauthorized charges to  
your financial accounts

 Report any suspicious emails to 
abuse@nccourts.org and notify the  
NCDRC’s office
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Review

 The NCDRC will never ask you to:

 Confirm your renewal

 Verify your credit card

 Provide bank account information

 All official emails will come from 
DRCMediators@nccourts.org

 All emails from the NCDRC will resemble  
the email to the right.
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Additional resources
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 Review this document with more tips on identifying phishing emails

 Visit staysafeonline.org

 Consider subscribing to this newsletter for ongoing security awareness:
Ouch Newsletter

https://cdn2.hubspot.net/hubfs/241394/Knowbe4-May2015-PDF/SocialEngineeringRedFlags.pdf?t=1527811488544
https://staysafeonline.org/stay-safe-online/online-safety-basics/spam-and-phishing/
https://www.sans.org/security-awareness-training/ouch-newsletter


Printable Checklist
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❑ Check the address of the sender. Verify it is someone you know.

❑ Look for:

❑ Poor grammar

❑ Misspellings

❑ Unprofessional tone

❑ Be wary of clicking links

❑ Report and delete any suspicious emails



Thank You
DRCMediators@nccourts.org
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